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KISTI Grid Certificate Authority

Home .
* Introduction

Welcome to KISTI Grid Certificate Authrity web site.
KISTI Grid Certificate Autharity is operated by the Grid Technology Research Team of KISTI (Kaorea

o CA Certificates

« [Documents

o CP/CPS
o Minimum CA Institute of Science and Technology Information).
e R oC E.E.QL.IIIEDJEHI.........: The authority satisfies requirements from APGrid PIMA.
: « Request Cerificates = . . . . . o
R R R R TR R TR R TR va e Certificate issues by the KIST] Grid CA are compatible with the Globus Toolkit middleware.

s |ssued Certificates
s Contact Information
s Helated Sites

¢ KISTI CAfold site)

The public key cryptography is the basis of grid security architecture.
Certificate Authority(CA) is a mandatory componant of public key infrastructure(PKI).

Please read "Oveniew of the Grid Security Infrastructure” from Globus site.

Best viewed with Firefox browser.
Copyright 2006 Korea Institute of Science and Technology Infarmation
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Fill out the subscription form. -

2. Interview with a RA with the application form. [EA contact information)
Provide the following information when interview with a RA:

[}

the application form
proof of identity (work |D card, passport, national ID card, etc_}

(]

3. Keep the PIN number of the application form securely.
The RA should fill the PIN number field in the form.
Fax the form to the number specified in the form.
Flease send an notification e-mail to ca@gridcenter or kr after sending a FAX.
KISTI Grid CA staff will respond immediately when we receive your request form.
KISTI Grid CA will send an Weh Access Client Certificate(VWWACC) to your e-mail, if everything is
okay.
Install this certificate in your web browser to access to the on-line cerificate request service web
site.
Your PIMN number is the passwoard for your WACC.
Follow this insturction to install the web access cerificate(WACC) in your browser.

Step 2. Request a Grid Certificate from KISTI GRID CA
- If you are applying for a user certificate,
Click User Certificate Request

- If you, are.applying for 2 hestservice gettificate,
Click Host/ Service Certificate Request

Best viewed with Firefox browser.
Copyright 2006 Korea Institute of Science and Technology Infarmation
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KISTI Grid Certificate Authority

Instruction for requesting an Host or Service Certificate

By requesting a certificate, you indicate that you accept the Cerificate Policy and Cerificate Practice

Statement and that you agree to the Subscriber Obligation specified in the document.

Step 1. Enroll KISTI CA

Before requesting user certificate from KISTI GRID CA, you are required to enroll KISTI GRID CA.

Step 2. On-ine Certificate Request

Best viewed with Firefox browser.
Copyright 2006 Korea Institute of Science and Technology Infarmation
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Connect to “Online Request Service” using your WACC certificate.
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KISTI Grid Certificate Authority

- Home

Request Host Certificate

- Request Certificate Step 1. Generate a CSR for your host.

- My CSR List
Step 2. Upload the CSR using the following form. . .
- KISTI CA Home Select Your Organization
Country: KR and input the FQDN of
Organization: KISTI the host for which you want
T to get a certificate.
Organization: | V| :
Host FODN: | | {ri'mx. 30 characters)

CSR:*

Upload CSR
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OpenSSL version >= 0.9.7

How to generate CSR with OpenSSL Using RSA 2048-bit and

do not encrypt the key using DES.

openss! req W

-new —-sha2b56 -newkey rsa:2048 —nodes W

—keyout hostkey.pem

—out hostcert_request.pem

—-subj "/C=KR/0=KI\STI/0=0RGANIZATION/CN=hostt/grid.example.com"

This is common farlevery certificate issued KISTIL CA

Replace this your n organization and hostname.

If you use globus spiftware, for host certificate ‘host/’ is prefied in the CN.

If successful, the hostkey.pem and hostcert_request.pem files are generated.



How to generate CSR with OpenSSL

EX) a user in KISTI request a host certificate with the name ‘test.kisti.re.kr’

Run like this,

openss| req W

—-new —sha256 —newkey rsa:2048 —-nodes

—keyout hostkey.pem i

-out hostcert_request.pem H

-subj "/C=KR/0=KISTI/0=KIST|/CN=host#/test.kisti.re.kr"



Check the generated CSR.

openss| req —in hostcert_request.pem —text —noout

Certificate Request:
Data:
Version: 0 (0x0)
Subject: C=KR, O=

KISTI,

Subject Public Key Info:
Public Key Algerithm:

RSA Public Key:

0=

KISTI,

rsz2Encryption
(2048 bit)

Modulus (2048 bit):

P0:ce:
c0:98:
8c:fb:
03:cd:
d3:0f:
ea:e2:
98:f0:
b3:38:
d7Z At
37 22l
90:67:
be:15:
af:fc:
34:4d:

11:9b

42:9b:
4d:3c:

f6:0f
Exponent:
Attributes:
a0:00
Signature Algorithm:

el:ba:
37:c8:
Ob:31:
2b:c5:
ba:74:
32:a3:
lb:aa:
b8:37:
9f:96:
ce:97:
28:5fF5':
d7:5f:
c92:95:
b3
:ad:d3:
ba:97:
20:cf:

65537

sha256WithRSAEncryption
al:a6:d0:21:b7:f3:8c:72:e6:3d:cb:c6:b8:77
61:68:d2:28:8c:e5:01:46:el1l:7e:be:d7:1d:1b

bf:
63:
7a:
25:
5d:
fe:
01:
16:
26:
T
79:
83:
4b:
cb:
eb:
aa:
cH:

(0x10001)

le:28:
85:1a:
ec:e4:
4b:b6:
ea:e0:
79:37:
2c:42:
6a:a9:
61:6T:
eb6:98:
2a:bé:
eb:12:
b3:f7:
ce:50:
26:b9:
11:be:
ad:ef:

CN=host/test.kisti.re.kr

1a:00:
ce:bé6:
e6:fd:
b2:21:
dé6:3a:
3e:9b:
b7:43:
32:e8:
eb:21:
2d:2c:
05:3b:
d7:d5:
cO:6e:
0d:3e:
62:13:
15:78:
96:0b:

Check the subject of the CSR

Check the RSA key size.



If the CSR have no problem,
You can input the CSR text block in the previous step.

Copy the content of the hostcert_request.pem file.

Ke840P2:igtf-policy-installation-bundle-1.83 sahn$ more hostcert_request.pem

MIICkjCCAXoCAQAWTTELMAKGALUEBhMCS1IxDjAMBgNVBAoTBUtJU1RIMQ4wDAYD
VQQKEWVLSVNUSTEeMBWGALUEAXMVaG9zdC90ZXNOLmtpc3RpLNI1LmtyMIIBI jAN
BgkghkiG9wOBAQEFAAOCAQ8AMIIBCgKCAQEAZUFqvx40GgDujlVfN1/AmDfIY4Ua
ZrZSiEE8v+uM+wsxeuzk5viXXFwEU3QDzSvFJUu2siHTPMbu2xTTD7p0@Xergljgk
+sh5Wing4jKj/nk3PpufVexOwDKY8BuUgqASXCtONw5z9r8LWz0Lg3FmgpMughEGep
1FfFXH5+WImFvéyFrMh6bE4A3FM6Xd0aYLSWM4ANHivjeQZyjleSq2BTt8Eebbvuy+
Fddfg+US19UB4AiorByg/MmVS7P3wG4dqV8EM440TbEXxy85QDT4aQPT3NN4RM6E3T
5Sa5YhMOPZjXkBdCm7gXqhG+FXjoL19QVXxNPCDPxa3v1lgv+wJCla5D2DwIDAQAB
0AAWDQY JKoZIhvcNAQELBQADgQEBAKGMOCG384xy5j3Lxrh3Vr907wWFo@iiM5QFG
4X6+1x0bimgFD5TUOEtKhhDUN9f+8mhGj53FhBpAPIQtHgbdvUkktzji+56H] f4Q
B62dtWiX6v1sILDrB6MHuDpsiaksCXRcHP+9uleb6F1WgQKHT+/70K21yd3Rc+1VW
Ox5N65pchBNtFgmNhFem2rB9Qm1l+z /4HP7bnM7GWF8tvLd8dQpd TPKNuU3hMOQC
PUsEaJWUEqIMBnHpsv6H1Nn3SMFNsznHroqrEfGygTGhectBgRupPGOWMUcJzm+ss
YNC9L19CakFjoOU5eya8v8giq21+MONScNXExt0smSSQgwCOvtxI=
END CERTIFICATE REQUEST

K0840OP2:igtf-policy-installation-bundle-1.83 sahn$
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KISTI Grid Certificate Authority

- Home Request Host Certificate

- Request Certificate Step 1. Generate a CSR for your host.

My CSR List
Step 2. Upload the CSR using the following form.

KISTI CA Home

Country: KR

Organization: | KISTI Select Organization

I and Input the Host FQDN.

Organization: || KI=TI v :

. Host.EQpN; [ostistire ke ] LErEI IR

g.g) hostname.example.co.kr
.-Egp'rr- =rec '[EIB'E't'E "y E5R e boEk bralwpee s ssssssssssnsnsnnnnnnnnnnnnnnn i -:
E----- BEGIN CERTIFICATE REQUEST----- ) |

* MIIBNDCCAQUCAQAWXDELMAKGA 1UEBhMCS 11xDjAMBgNVBAGTE
5 UtJU1IRIMQOwWCwWYD
£ VQQKEWRHUKIEMQ4wDAYDVQQKEWVLSVNUSTEEMBWGA1UEAXM

: . CSR: £\ .
If the information in the '« Paste the copied CSR text block. iap
. Bl lUINRL 3y 3T
request form is not ELQEEzchI:p}rrEIJDbLl1Ll+r'|SEgiHNqEXbMAZ}thmfaMBIQmJngfoqu
. s aPYlgZBamUIK
CorreCt’ th'e.|Ssuance E3NLEqd3Dl:;nmIuqe25rc:khUVLSjUWZPQrﬂUuuﬁijS1292GDIQ5QHI:: > =
Of the Certlflcate Cal’] be --------§===glu--L-.Ir-:l-lé-a-d--é-s-éuu]qi --------------------------------------- ot B

rejected.

Finally, press the Upload button. 2
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KISTI Grid Certificate Authority

- Home Your CSR has been requestd to KISTI CA.

- Request Certificate KISTI CA will review your CSR, before issuing your certificate.

My CSR List Your CSR is sent to your email sangwan@kisti.re.kr.

KISTI CA Home After KISTI CA issue your certificate, a notification e-mail will be sent to you.

CSR information has been stored and the page show
that an email message has been sent.

KISTI Grid Certificate Authority

BEL B @ 2IE
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KISTI Grid Certificate Authority

- Home My Certificate Signing Request List
—RequestCerUﬁcatEI ID Type Form Information Date Status View
_M}FCSRLISt- 1 | user CN=80854%I§;I‘MW5H Kim 2007-07-21 15:44:39 |issued | [show] / [hide]
- KISTI CA Home 14| host CNztﬁre.kr 2007-10-02 11:25:03 |upload | [show] / [hide]

Request CSR information is shown in the left size menu
‘My CSR List’

KISTI Grid Certificate Authority

S & 2ED




After finishing CSR upload process,
for notification, please send an email to kisti-grid-ca@kisti.re.kr

containing the following message.

To KISTI CA manager,
| have uploaded my host certificate request,

please sign the CSR.

FROM: Your Name




